Identity The |

How 1o
prorect yourself:




Your personal
information is
valuable!

Identity thieves can use it fo!

Drain your bank account,
oy using your checks o debit cards

Open new credit i
card agccounts '
and run up Hills

M yur narme

Open new
bank occounts
N YO NOITE Gkl
use herm 1o wiite
Dod checks

Buy cars
with auto locns
in your name

Establish
phone or
wireless service,
or accounts with ufifihy
COMpAanEs in your nama

Give a new

mailing address

ta your credit cord company whiks stacking up
charges on your account (you midy not be awarne
thera's a probler for some fime)

File for bankruptcy
Ir your name fo avald paying debts incured
under vour nome—ar to.avold being evicted

But there’s a lot you can
do to protect yourself!

Protect your personal
information.

Beware of identity thieves.

Icteritity thicvas con use infemation wau give by
il o phone or cver the Infemet, Never give aul
pearsanal infgrmobion, such s credit card numibers,
unless you nificted the contact,

Ask questfions.

Betoro revealing parsoncl daig. find out

B How il 1 De used?

m Wil It be shared?

8 Con | choose to keep it confidential?
Check your billing dates.
Contoct vour credgiions o othar msttutions if
micnthly: statements don't arve-on fime
Review all staterments closely and

witch out for extna charges

Lighten your wallet.

Carmy only the credt cards and

personal informoiion you need

Protect your mail and

other documents.

s Use collection boxes or a ool post office
0 deposit outgoing mai

1 Colect incoming mall sramptiy.

® Tearor shred unwamted credil and afher
offers, recsipts ond pesonal records
Brefore throwing therm away,

Check your credit report af least
once a year. {See the last panel of
this folder,) Contact the credifor if
a report seems incorrect,



Common sense is key.

Be smart on the Internet.

® Shop only at secured Web sites. Look for the closed
padiock at the bottem of your browser of "hitps: /(" in
the-aoidress. The "s" means sgcue.

m Iristall up-to-date security soltware on your Computer
8 lse o cradit card instead of a debit card,

x Do some iesearch, Fing out it o phyvsical businegss
addiess exisis,

Be smarf on the street.
® Memorze your 550N and store your card safehy,

B Onhy give out your 55N If absclutely necessary.
Rermermber—you don't nove ta give your 55N [ust

because sorneons osks fof i Contact the Federal Trade
p Be comeful when using ATh cards. tMake sure no one Commission’s Identity Theft Hotline.
is: walching you enfer yaur PIN. Call 1-877-438-4335 or 1-202-326-2502 (10D,
» Always canmy your wallet of purse safely—never leave O st thair Wisb site ot www,consumergovidhert,

it uratended in o shopping cart, at the beach, gic. o i
Monitor your credit reporf.

Report losses immediately. Hera's how to comac! the 3 main
Alert the police o sheriff, your bank credit bureaus in the UL
and credit card companies. m Equitar wwweguifax.corm)
" For credit reports call:
If you're a victim of identity theff— \-500-685-1117
or think you may be: To report fraud call:
» Contact the froud departrmanis |-800-525-62685

1-800-255-0086 [TOCH

1 Experion (wehs expeicn. o)
For credil reports call:
1-B88-397-2742
To repor! fraud call:
| -288-397-3742

of each of the 3 malor credit
burecus [see next pansl],

r Contoct e security of
froud deparrmeants at
aqch of vour creditors
and follow up with

a letter 1-B00-972-0222 (10D
B Filg areport with B Transunion (www transunion. com)
the pe:uliée ot For credit reports call:
shieill In your 1-800-214-8880
community To report fraud call:
fand in the —r 1-BO0:680-7289
reslevant fown _;5' 1-877:553-7503 (100O]
ar city, if you
kmcw whiere ; ;
the crime ' : r Take steps foday

took place). T to keep your good name

in good standing!



What is identity theft?

it's stealing someone's personal
information and using it to commit fraud
or theft. Identity theft is a serious crime.

Identity thieves prey on anything
that reveals personal information.
They wse it 1 find out Q victines
n gme

m odoiess and date of birth

m Social Securty nurmber [35M)
m

tevaghone o caling
cord numibes

B DOnk account or
credit cosd numibers

m other fpesonal inforrmation,
such 08 passwords: and
fomily narmes.

It's a growing problem.
For the wistirm, it can mean:
m cenigl of credit and
loon cpplicohans
¥ bad credit ratings

n folse arests ohd
crmincl records

® high costs corecting he probiem
» cevastating loss of privacy ared security.

*

Identity thieves geft
personal informatfion
in many ways.
They may:

Practice "dumpster diving,”
to get Information friom hosh found
at homes or wokploces

Steal wallets or purses

for 08, credit cands and other
informmotion (o they can enter your
horme tosteal parsonal gata)

»

Steal mail,
such af bank statarmeants, oills, credit
card offers and fax information

Pose as a rental agent
or employer
to get credit tspors

¢

Go online
to steal information you
mcy share on the Infermet

Pay an “insider”
at a store or ot work.who has
accass 1o pasonal information

\

Victims can have their
identities stolen for months or
years and not even know it!

—




